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New Year Sales

Resolve to Bed More Chicks in 2010?Get Free trial

Julia 22y.o0, new messagfor you

Look BIGGER this coming new year with these free trial pills
Decade in words

Replica Watches

Watches

Exquisite Replica

Start the New Year with a new Rolex or Gucci Product
Begin the new year with a new Rolex or Cartlier Product
ROLEX, GUCCI, LOUIBUITTON at Cheap Prices until New Years ONLY!
RE.January 70% OFF on PFIZER

Blowout Prices to start the New Year!
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i Favorites | {@ Captcha Service Prices

Captchas.com

;:} ] How It Works

[ Y ] Buy Captchas
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Home | Register | Prices | ImacrosCode | Contact | Login |

Captcha Package Size Cost Per Captcha Total Cost

1000 Images $0.008 $8.00
5000 Images $0.007 $35.00

50000 Images $0.006 $300.00

¥ BUY YOUR CAPTCHAS NOW!
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Interview Request Hotel booking confirm

proposaluni ver sity of Sci enc eRepongon e sittatiohimgy o f
the DPRK

& Reports on recent situation in the DPRK @@@
T
"

: FEile Edit View JTools Message Help

e~ & 8 £ > @

Reply  Reply Al Forward Print Delete Previous  Next addresses

From: Hirano Satoshi

Date: Friday, Movember 20, 2009 6:02 AM

To: . -

Subject:  Reports on recent situation in the DPRK

Attach: | [=f un-ban-2009.pdf (94,9 KB} = un-specialrapporteur-2009.pdf (396 KB)

The first report 1s by Vitit Muntarbhorn, a Bangkok law prefessor.

The second report is from the office of secretary General Ban-ki Moon

Best Regards,
Satoshi
Hirano Satoshi.
=ssociate Professor
Musashi University
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5 2 un-
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PDF
PDF
6 PDF JavaScript
JavaScript
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Agenda 2010

Currency Reform in the DPRK

deliver shipt today top urgent tp urgent # 3948404262

Denavit Hartenberg convention

FW:reference

Fwd.:reference

Hotel booking confirm

IAEA Meeting Materials

Interview Request

Inviting you to the 2010 Korea Festival

letter of hotel confirmation

North Korea food shortage worsens :WFP Report

proposaiuni ver sity of Science and Technol ogy
Prospect of [..] s NK vistiong
RE:Reply

Report

Reports on recent situation in the DPRK

Special interview

Worl d Economy Outl ook 2010 ([ ..])

PDF

Denavit Hartenberg convention.pdf

economy outlook.pdf

agenda 2010.pdf

outline of interview.pdf

HotelConfirm.pdf

Invitation Proposal to 2010 Korea Festival.pdf
Urgent_3948404262.pdf

(Urgent) letter of Ambassador.pdf

Letter of hotelconfirmation.pdf



price(discount).pdf
Interview.pdf
Report.pdf

Visit Report. pdf

Vist Report.pdf
note_20091203.pdf
note_20091210.pdf
note200911.pdf
article.pdf
Currency.pdf
proposal.pdf

urr specialrapportewtr2009.pdf
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https://www - secure.symantec.com/connect/blogs/messagelahisitelligence tracks- new botnet



78a % i

419

419

https://www - secure.symantec.com/connect/blogs/419style- scammers seeking exploit appeal
donatons support victims- haitian earthquake

Hosted Email AntiSpam Hosted Email AntiVirus

SkepticMAnti- Spam Protection 2010 1

83.9% 12 1 0.3%
Spam Rate 94.8% Denmark 95.1% Engineering 90.2% 1-250
94.3% Italy 93.9% Automotive 90.6% et
91.4% 501-1000
93.5% Austria 93.3% Other
90.6% 1001-1500
93.5% Germany 92.5% Telecoms 92.6% 1501-2500
Last Month: 81.5% 92.7% REpall 92.3% Retail 91.0% 2501+
Six Month Avg.: 85.4% Top 5 Geographies Top 5 Verticals By Horizontal

83.9%

2005 2006 2007 208 2009 2010 )

January 2010

1 0.6%
94.8% 12
91.6%89.7%90.0%
92.4%90.6%92.1%88.2%



1 95.1%
92.1% / 91.0%IT 91.5%
92.3% 89.3% 90.1%

Sk e pt i-Wifis ana Trdjan Protection 1

326.9 1 031% 003%
1 13.2%
2009 12 5.9%
62.0%
Virus Rate 1in121.4 China 1in 109.7 Gov/Public Sectc 1in 290.8  1-250
1in 145.9 Luxembourg 1in 187.7 Education Lin374 7 REotell
1 . , . 1in332.3 501-1000
I n 326 9 1in174.9 Switzerland 1in 230.9 Chem/Pharm .
] 1in364.1 1001-1500
1in178.6 Taiwan 1in241.2 #REF! 1in330.8 1501-2500

Last Month: 1in 230.8 1in206.7 United Kingdom 1in247.7 Accom/Catering 1in300.2 2501+
Six Month Avg.: 1in 279.5 Top 5 Geographies Top 5 Verticals By Horizontal

2005 2006 2007 2008 ; 2009 ZOlOJ

January 2010

121.4 1 0.13% 1
440.3 1 383.1 1
271.6 1 496.4 1
644.1 1 331.9 1 396.5 1
1 109.7 1
0.33% /
230.9 1 IT 353.4 1 607.2

1 187.7 1 3915 1



Phishing Rate

1in 562.3

1in342.3
1in 386.5

Last Month:
Six Month Avg.:

0.11%

562.3

14.3% 1
65.3%

1 0.18%

1

1in 253.6 United Kingdom

1in419.5 Brazil
1in457.0 China

1in545.8 Luxembourg

in724.4 Oman

Top 5 Geographies

1in120.4 Gov/Public Sectc
1in 256.0 Education
1in362.8 Unknown
1in435.1 Accom/Catering
1in 443.8 Non-Profit

Top 5 Verticals

1in453.5 1-250

1in682.6 251-500
1in789.4 501-1000
1in777.9 1001-1500

1in913.6 1501-2500
1in516.1 2501+

By Horizontal
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January 2010
1 253.6 1
0.18%
1,558 1 811.5 1
1,351 1 2,573 1 1,156 1 1,663
1 1,888 1
120.4 1
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/ 832.4 1 IT
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10



Skeptic™ Web
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Advertisements & Popups
1
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1
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Web Security Services (Version 2.0) Activity:

2.0%

0.41% 56.3%
0.49%

1,760

Policy-Based Filtering Web Viruses and Trojans Potentially Unwanted Programs
Advertisements & Popups 55.9%  New Unclassified Virus 23.3% PUP:NetTool.Win32.Proxy.g 39.3%
Streaming Media 10.0%  Hoax.HTML.FakeAntivirus.a 8.1% PUP:WebToolbar.Win32.MyWebSear...  34.4%
Downloads 4.2%  Trojan-Clicker.JS.Iframe.db 5.5% PUP:WebToolbar.Win32.Zango.dk 6.2%
Games 3.7%  Trojan-Downloader.JS.Gumblar.x  4.5% PUP:AdWare.Win32.HotBar.da 3.1%
Chat 3.6%  Trojan.Malscript.B 3.3% PUP:AdWare.Win32.Zwangi.fs 2.6%
Blogs & Forums 2.6%  Trojan.Malscriptthtml 2.9% PUP:WebToolbar.Win32.Sahat.b 1.7%
Computing & Internet 25% New Unclassified Trojan 2.8% PUP:AdWare.Win32.GamezTar.b 1.3%
Personals & Dating 2.0% Bloodhound.DirActCOM 2.8% PUP:AdWare.Win32.Shopper.| 0.9%
Adult/Sexually Explicit 2.0% Downloader 1.5% PUP:AdWare.Win32.Shopper.ax 0.8%
Web-based E-mail 1.9%  Trojan-Downloader.JS.Agent.ewh 1.5% PUP:Server-FTP.Win32.SFH.cr 0.7%
J
January 2010
1 1

Web Security Services (Version 2.0) Activity:

New Malware Sites per Day

New sites with spyware
New sites with web viruses

Total

6,000

5,000

282/day New sites with SPyware

4,000

1,478/day 3000
1,760/day 2000

1,000

New sites with
web viruses

Jan Feb Mar AprMayJun Jul AugSep Oct NovDec Jan Feb Mar AprMayJun Jul AugSep OclNovDecJan)

January 2010
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TCP

1 SMTP 1 106
61.7%

Skeptic™

Dropped at
stage

61.7% Traffic management

Known
Bad Messages ¢ 56.4% Connection management
Dropped

L §

6.4% User management

0.3% Skeptic Anti-virus

Malware
and Spam ¢
Quarantined

Good Mail

41.1% Skeptic Anti-spam

elivere G | | |

?O :: “emg '.‘ Clean mail delivered
DoS

SMTP SMTP

1 56.4%

Registered User Address Validation

1 6.4%

12



information driven world

www.symantec.com/jp

* Symantec Symantec Corporation

*
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http://www.messagelabs.co.jp/
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